
 
 
 
 
 
 
 

 

 

 

 

 

Ethical Marktech: Building Trust Between 

Brands and Consumers in the New Era of 

Data Ownership 

Digital Pilipinas 

KPMG R.G. Manabat & Co. 
 

Co-authored by: 

ACUBELAW 

DOST-Mapua Think and Tinker Laboratory 
 

27 February 2023 

 

 

 

 

 

 

 

 

  



 

 

 

 

 

 

2 
 

Introduction 

 

 Marketing is arguably the fastest evolving industry over the last few decades. From 

traditional print advertisements and mainstream media to internet marketing, marketing evolves 

in tandem with emerging technologies to create new channels and tactics to influence the 

consumer.  

 

As the world continues to welcome a plethora of new products and services, marketing 

demands more creative and faster means for environment scanning, strategizing, stakeholder 

communication and brand retention. In response, opportunities can be found and optimized in 

the advent of the internet, social media, and apps which continuously create a digital landscape 

of accessible marketing. This subset of technology used to optimize marketing efforts is known 

as martech, short for marketing tech.  

 

Though martech is a new field, the Philippines, being the social media capital of the 

world, is no stranger to this digital landscape. As of 2021, the country has the highest social 

media usage rate in the world and internet usage is 60% higher than the average, at 11 hours a 

day. Filipinos spend an average of 4 hours and 15 minutes a day on social media. 1  

 

The democratization of marketing through martech makes entrepreneurship easier, 

contributing to the boom in online businesses and the creator economy. However, it also paves 

the way for an influx of content that bombards consumers, turning the marketing scene into a 

channel-driven industry that creates obscurity in brand intentions and could possibly influence 

negative pre-shopping intentions.  

 

Now more than ever, the concept of data ownership becomes the forefront in fostering 

ethical marketing, particularly in reinforcing trust between brands understanding their 

responsibilities and consumers exercising their rights. In an era where marketing becomes even 

more personalized and targeted to acquire and analyze consumer behavior and personal data, 

the parameters of data ownership have become a tangled web of data privacy, consent, and 

accessibility. 

 

The challenge is to clearly define the parameters by which data is owned by the 

consumers, the responsibilities and obligations of businesses towards consumers’ data, the 

extent of rights to share consumers’ data, and the extent to which consumers’ data may be used 

for transactions and know your customer (KYC) analytics. 

 
1 (2021). Social Media: What Countries Use it Most & What are They Using? Digital Marketing Institute. 

https://digitalmarketinginstitute.com/blog/social-media-what-countries-use-it-most-and-what-are-they-using  

https://digitalmarketinginstitute.com/blog/social-media-what-countries-use-it-most-and-what-are-they-using
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The problem with big consumer data 

 

Data governance and ownership have become increasingly important in the marketing 

scene in recent years. With the advent of big data and advanced analytics, the amount of data 

generated and collected about individuals and their behavior has grown exponentially. As a 

result, businesses have been able to gain significant insight into consumer behavior, 

preferences, and patterns, increasing their ability to target and personalize their offerings.  

 

Another issue with gathering such big data on consumers is its access and usage by 

unregulated e-commerce platforms which brands and retailers are using. Since these e-

commerce platforms collect personal data, including addresses and linked bank accounts and 

other payment methods, the extent of data protection is limited. 

 

Breaches of data privacy and violations of consumer data ownership have become an 

increasing concern in the Philippines, especially in relation to e-commerce platforms. With the 

proliferation of online shopping and payment settlement systems, e-commerce platforms are 

now more capable of collecting and storing personal information. Unfortunately, many of these 

platforms do not have adequate security measures in place to protect consumer data, leading to 

data privacy breaches and violations of consumer data ownership.  

 

One of the main problems with e-commerce platforms is the lack of transparency when it 

comes to consumer data usage and storage. Many platforms do not inform customers about 

what data is being collected and how it is being used. For example, some platforms are known 

to collect and store customer credit card information without the customer's knowledge or 

consent. This can lead to serious data privacy breaches and violations of consumer data rights.  

 

Another issue is the inadequacy of security measures implemented by many e-

commerce platforms. Some of these platforms do not employ encryption protocols or other 

security measures to protect customer data, leaving it vulnerable to cyber attacks. This can lead 

to incidents of data breaches, where customer data can be accessed and used without the 

customer's knowledge or consent.  

 

There is also the issue of third-party data sharing. Many e-commerce platforms share 

customer data with third parties without the customer's knowledge or consent. This can lead to 

serious data privacy issues, as third parties may use the data for their own gain, or sell it to 

other organizations. 
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With all these issues, acquiring data should come with a heightened sense of 

responsibility and obligation to ensure that entities handling consumers’ data will handle such 

securely and ethically. Although it is inevitable for businesses to gather such data, technology is 

a tool that professionals must use to solve problems, not create them. 

 

Reclaiming ownership to your own data 

 

The first step towards creating a secure and ethical data governance system is to ensure 

that consumers own their data and have the right to be informed on where and how their data 

will be used. To do this, government institutions and the private sector should establish clear 

parameters for data ownership that may be integrated into rules to be institutionalized and 

implemented by regulators (both government and industry). This can be done through the 

implementation of customer identity management (CIM) systems, which give consumers control 

over their data. CIM systems allow consumers to create personal profiles that are linked to their 

data, granting them access to view, delete, and update their data at any time. These systems 

also enable businesses to verify consumer identity without the need for passwords or other 

sensitive personal information. 

 

In order to establish and maintain an active regulatory framework which can ensure that 

the CIM systems are secured, stakeholders must get the support of the National Privacy 

Commission (NPC) and Department of Trade and Industry (DTI) Consumer Protection Group. 

This engagement can come in the form of an education program on consumer data ownership 

rights, which can be promoted and replicated through different media outlets including radio, 

newspaper, TV, and social media. 

 

Once data ownership is established, businesses must then fulfill their responsibilities 

and obligations. This includes ensuring that consumer data is securely stored and protected 

from unauthorized access or use. They should also ensure that consumer data is not used for 

any purpose that has not been consented to by the consumer. Moreover, businesses should 

regularly audit their data practices and correct any data breach issues that arise. 

 

Entities and businesses should explore self-regulation within their industry or sector. For 

instance, businesses must endeavor to establish clear parameters regarding who can share 

consumer data. This can be done through the implementation of data sharing policies that 

specify who is allowed to access or use consumer data and for what purposes. These policies 

should also specify any restrictions on data sharing. 
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Finally, businesses must ensure that consumer data is used responsibly for transactions 

and KYC analytics. Steps toward such goals should include the drafting of implementing 

procedures to ensure that consumer data is only used for legitimate purposes and that it is not 

shared with any third parties without consent. Businesses should likewise ensure that any 

consumer data analytics is done in accordance with applicable laws and regulations. 

Marketing for the future  

 

In conclusion, perhaps the biggest pain point of marketing is that there are simply too 

many choices. As much as consumers now have a variety of platforms to buy from, the same 

platforms are also acquiring their personal data (oftentimes without the consumers’ knowledge 

or consent), putting data security and sharing in an ambiguous light. 

 

Purchasing online, especially in the e-commerce space, ultimately requires consumers 

to share their data. From the moment they search for the items to the time they hit the purchase 

button, the amount of data acquired by these platforms are not only enormous but can be used 

to their advantage, without the consumer’s consent, to monitor online consumer behavior. 

 

By setting defined parameters on data ownership and implementing a regulatory 

framework supported and institutionalized by the National Privacy Commission (NPC) and the 

Department of Trade and Industry (DTI) Consumer Protection Group, consumers can protect 

their rights to their data, not just within the e-commerce setting, but also across all transactions, 

may it be local or cross-border. 

 


